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ExtendedAbstract

Introduction:Ahe increasing importance of cyber platforms in contemporary warfare has
generated new challenges for criminological and legal scholarship. Existing studies have ex-
aminedstate crime, media influence, digital propaganda, strategiccommunication, and inter-
national criminal law. However, these fields have often developed independently, leaving sig-
nificant gaps in understanding the interaction between digital platforms, public perceptions,
andinternationalcriminaljustice.

This research addresses that gap by integrating critical criminology, media criminology,
state crime theory, labeling theory, and international criminal law into a unified analytical
framework. The central research question is: How do cyber platforms shape public per-
ceptions of the legitimacy of the use of force through their representation of war, and what
consequences does this process have for international criminal justice?

The study further explores the mechanisms through which digital platforms influence pub-
lic understanding of conflicts, redefine categories of victimhood and aggression, and con-
tribute to broader processes of cognitive normalization of violence. Particular attention
is devoted to the role of cyber platforms in constructing legitimacy narratives during the
Ramadan War and the implications of these narratives for the effectiveness of international
criminal lawnorms.

Methods:Ahis research adopts a qualitative, theoretical, and descriptive-analytical meth-
odology. Data were collected through documentary and library-based research, including
international legalinstruments, reports of international organizations, academic studies in
criminologyand media studies, policy documents relating to digital platforms, and scholar-
lyliterature concerning cognitive warfare and information management.

The Ramadan War of 2026 involving the United States, Israel, and the Islamic Republic of Iran
was selected as the primary case study. The objective was not to conduct empirical contentanal-
ysis of platformactivity butrather to evaluate the explanatorycapacity of critical criminological
theoriesin understandingtherole of cyber platformsin shapingperceptions of war.

Data analysis was conducted through conceptual analysis and critical discourse analysis.
The study synthesizes insights derived from critical criminology, labeling theory, social
construction theory, media criminology, and theories of crimes of the powerful. This inter-
disciplinary framework enables a comprehensive examination of the relationship between
digital power structures, war representation, and international criminal accountability.
Findings:Ahe findings reveal that cyber platforms have evolved from neutral communica-
tion tools into influential actors involved in producing meaning and shaping social reality.
Through algorithmic systems, content moderation policies, and information prioritization
mechanisms, platforms significantly influence which narratives become dominant and
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which remain marginalized.

The studyidentifies selective representation as one of the most important mechanisms through
which platformsaffectpublicperceptions.In contemporaryconflicts,audiencesrarelyencounter
the full complexity of military events. Instead, they are exposed to carefully filtered representa-
tions thatemphasize certain perspectives while minimizing others. This process generates forms
of cognitive inequality whereby different actors possess unequal capacities to disseminate and
legitimizetheir narratives.

The findings further demonstrate the importance of labeling processes in constructing le-
gitimacy. Digital platforms facilitate the widespread circulation of labels such as “self-de-
fense,” “terrorism,” “security threats,” or “humanitarian protection.” These labels shape
public evaluations of military actions and influence perceptions regarding responsibility,
victimhood, and legality.

Amajor theoretical contribution of the research is the development of the concept of cognitive A\
decriminalization 4fAyar. This concept refers to a process whereby public sensitivity toward
conductpotentiallyviolatinginternational lawgraduallydiminishes despite the continued exist-
ence of legal prohibitions. Through repetitive framing, emotional narratives, selective visibility,
and algorithmic amplification, acts that may raise serious legal concerns can become normal-
ized, justified, or perceived as inevitable.

The study also finds that this process weakens the practical effectiveness of international
criminal law. Although norms prohibiting aggression, war crimes, and crimes against hu-
manity remain legally valid, their capacity to mobilize public condemnation and political
accountability may decline when digital representations successfully reshape collective
perceptions of legitimacy.

Conclusion:Ahe study concludes that cyber platforms have become fundamental components
of contemporary structures of power, legitimacy, and social control. Their influence extends far
beyond information dissemination and encompasses the active construction of public percep-
tions concerning war, justice, and criminal responsibility.

TheRamadan War illustrateshowcontemporaryconflictsareincreasingly fought within cog-
nitive and informational domains alongside traditional military arenas. The ability to shape
narratives has becomenearlyasimportantas the abilityto deploymilitary force. Consequent-
ly, the effectiveness of international criminal lawdepends not onlyupon legal institutions and
enforcementmechanisms butalsoupon the digital environments through which conflicts are
representedandinterpreted.

The concept of cognitive decriminalization of war provides a valuable analytical frame-
work for understanding how digital representations may reduce societal sensitivity toward
conduct that potentially violates international legal norms. As cyber platforms continue to
expand their influence, future research must further examine their role in shaping global
perceptions of legitimacy, accountability, and justice. A comprehensive understanding of
contemporary warfare therefore requires integrating criminological, legal, technological,
and media-centered perspectives into a unified analytical approach.

Keywords:A’ritical Criminology; Cyber Platforms; War Representation; Cognitive De-
criminalization of War; International Criminal Law; State Crime; Media Criminology;
Ramadan War.
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